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HH®OPMALIHOHHAA NTAMATKA

JJ1A OBYYAIOLIUXCA A1 PASMELIEHHA

HA OPHIIHAJIbHBIX HHTEPHET-PECYPCAX
C KaXAbIM rofloM MOJIOJ|e)KH B UHTEpHEeTe CTAaHOBUTLCS B0Jblle, a IKOJALHAKH OfJHH H3
CaMBIX aKTUBHBIX MoJb3oBaTeneil PyHeTa. Mexxay TeM, MOMUMO OFPOMHOr0o KoAau4YecTBa
BO3MOYKHOCTeH, HHTepHeT HeceT WU MpobjeMbl. ITa MaMATKa AQ/KHA MoMo4yb Tele
fe30MacHO HAXOAUTBHCS B CETH.
KoMnbloTepHble BUPYCHI
KoMnblOTepHEIA BUPYC - 3TO PA3HOBUAHOCTE KOMIBIOTEPHEIX TPOrpaMM, OTAHYHTEAbHOMH
0COBEHHOCTbIO KOTOPOH SIBJISIETCS CMIOCOBHOCTD K pa3MHOXeHHI0. B lonoHeHHe K 3TOMY,
BUPYCbl MOIYT HNOBpPeJMTb HWJAU MOJHOCTBIO YHUYTOXKUTL Bce ¢aiinbl U JaHHBIe,
NOAKOHTPOJIBHBEIE MOJAb30BaTeN, OT MMeHU KOTOoporo 6blja 3alylleHa 3apaKeHHas
nporpaMma, a Takxe MoBpeUTb WU AaXKe YHHUTOXKUTD OllepaljMOHHYI0 CHCTEeMY CO BCEMU
¢aiiziamu B 11e/10M. B 60ABLIMHCTBe Cly4yaeB paclpoCTPaHSAIOTCS BUPYCHl Yepe3 UHTePHeT.
MeToAbl 3alUTH OT BpeAQHOCHBIX MPOTpaMM:
1. Ucnoab3yil coBpeMeHHBIe OMepalMOHHBIE CUCTEMBI, HMelllHe Cepbe3HBIil YpOBeHb
3allMTHI OT BpeJ,OHOCHBIX IPOTpaMM;
2. MocToAHHO ycTaHaBJAMBak madyTd (LH$poBbIe 3aMJAaTKH, KOTOpPBIe aBTOMaTHYeCKH
YCTaHABAUBAKTCA C LUeJbly AopalBOTKH MporpaMmel) W Apyrue OOHOBAEHUS CBoeH
onepanHOHHOH chcTeMbl. CKauuMBal HX TOJABKO ¢ odUIHaNBHOTO caliTa pa3paboTurka OC.
Eciu cyluiecTByeT pexKHM aBTOMATUYeCKOT0 0BHOBJIeHH 51, BKAOYH €r0;
3. Pa6oTali Ha cBOeM KOMIbIOTepe Mo MpaBaMy MOAB30BaTe/4, a He aJAMUHHUCTpaTopa. 3To
He MO3BOJMT BOJBLIMHCTBY BpPeJOHOCHBIX MPOTrpaMM HWHCTAJJHPOBAaTLCS Ha TBOEM
NepCcoHaJbHOM KOMIBIOTEpE;
4, Ucnoab3yil aHTUBHPYCHBIE NpOrpaMMHEIe MPOAYKTH M3BECTHHIX MPOU3BOAUTENEH, C
aBTOMaTH4YeCKUM 06HOBJeHUeM Oa3;
5. Orpanuub $pHU3UYECKHH JOCTY K KOMIIBIOTEPY AJ151 IOCTOPOHHUX JIUL;
6. Mcnoab3yH BHelllHHe HOCHTe/H UHPOPMALUH, TaKHe KakK dJellka, JUCK UAH dailla u3
HHTEPHETA, TOJbKO U3 NPOBEPEeHHEBIX HCTOYHUKOB;
7. He oTKpbIBall KOMIbIOTepHbIe galinbl, MOYyYeHHbIE U3 HeHaeKHBIX HCTOUHHKOB. [axe
Te $aiisbl, KOTOpBIE MPHUCAAa TBOH 3HAKOMEIH. Jly4dlle YTOYHH Y HErQ, OTNPABAAM JIH OH
Te0e ux.
Cetu WI-FI
Wi-Fi - 370 He BU/ NepeAayu JaHHBIX, He TEXHOJAOTHS, a BCero JAUllb 6peH/, Mapka. Enje B
1991 roay HUAepAaHACKAsA KOMIaHUA 3aperucTpyupoBaia 6peng "WECA”, 4yTo ofo3Hadano
cnoBocodeTanne “Wireless Fidelity", koTopnifi mnepeBoauTcsl Kak “GecnpoBojaHas
TOYHOCTL".
Jo Hallero BpeMeHHU Joluja Jpyras aObpeBHaTypa, KOTOpasd ABAAETCA TaKoi ke
TexHosoruei. 3To ab6peBuartypa "Wi-Fi". Takoe Ha3BaHHe BbIJIO JaHO C HAMEKOM Ha
CTaHAapT Bbicliell 3BykKoBoH TexHUKH Hi-Fi, 4yTo B mepeBojie o3HayaeT "BBICOKasi
TOYHOCTB".
Ja, 6ecnAaTHEIH HUHTEPHET-AOCTYN B Kade, OTesAX H a3zponopTax ABAAETCA OTAHYHOH
BO3MOKHOCTBIO BBIX0/la B UHTepHeT. HO MHOTHe 3KCNepThl CYUTAIOT, YTO 0611eJOCTYIHbIE
Wi-Fi ceTH He ABAAIOTCA Ge30NacHbIMU.
CoBeTHl Mo 6e30MacHOCTH paBoTH B 00LLeAOCTYNHBIX ceTAX Wi-fi:



1. He nepegapaii CBOK AHYHYIO HHPOpMaLHIO Yepes obweaocTynHble Wi-Fi ceTH. PaGoTas
B HHX, ’eJlaTeJAbHO He BBOJAUTDb NapOJiH AOCTYNA, IOTHHBI U KaKHe-TO HOMepa;

2. Ucnobayk U oOHOBAAH aHTHBHPYCHBEIe MporpaMMbl H OpaHaMayep. TeM caMBIM Tbl
ofe3onaculiib cebs OT 3aKa4KH BUpPYCa Ha TBOE yCTPOHCTBO;

3. llpu ucnonwzosanuu Wi-Fi otkawoud yHknuio "O61ni AocTyn k ¢aiisiaM U IpHHTepaM”.
JaHHad ¢QYHKUUA 3aKppiTa M0 YMOJYAaHHUK, OJHAKO HEeKOTOphle MOJAb30BaTeNad
aKTUBHPYIOT ee JJisl yA06CTBa UCMI0Ab30BaHus B paboTe Wiau ydebe;

4. He ucnionb3yi ny6anuynbiil WI-FI gaa nepegayu AMYHBIX AAHHBIX, HAlIpHMep A/ BBIX0Oa
B COLHAJIbHbIE CETH UM B 3AEKTPOHHYIO MOYTY;

5. Ucnionib3yii TobKO 3allpiieHHoe coeinHeHHe Yyepe3 HTTPS, a He HTTP, T.e. npu HaBope
Beb-aspeca BBOAU UMeHHO "https://";

6. B MOOHABHOM TenedoHe oTKAWYH yHKUHIO "Tlogkaodyenue Kk Wi-Fi aBToMaTHYeCcKH".
He pgonyckali aBTOMaTHYeCKOro MOAKAOYEHHUA YCTpoHCTBaA K ceTaM Wi-Fi 6e3 TBoero
corJacusl.

CouHanbHbBIe CETH

CouHanbHbBIe CeTH aKTHBHO BXOAAT B HalLY *KU3Hb, MHOTHE AU padoTalOT U }KUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3aperucrpupoBaH Muiinap/ yeloBeK, YTO sIBJAsETCS 0HOH
cebMOH Bcex skuTeAel naaHeTsl. MHOTHe Mo/ib30BaTe/ M He TOHKUMAIOT, YTO HHpopMaLH4,
pasMelleHHass HMH B COLUAJbHBIX CeTAX, MOXeT ObITb HailJeHa M HCMO/Jb30BaHa KeM
YTO/IHO, B TOM 4Uc/Ae He 06513aTe/bHO ¢ 61ariMi HaMepeHUsIMU.

OcHOBHBIe COBeThl M0 6e30MaCHOCTH B COLHAMbHbBIX CeTSIX:

1. OrpaHuyb CIHUCOK Apy3eil. ¥ TebdA B ApY3bAX He AOMKHO GBITE CAYYaHHEIX H HE3HAKOMBIX
Jqwaei;

2. 3awMuiaii CBOI YacTHYI0 *KH3Hb. He yKka3sbiBali napoJiy, TesiedOHbl, ajipeca, JaTy TBOETro
POKAEHUA M APYTYI0 AUYHYIO HHPOPMaUUi. 3J0YMBILUJIEHHUKH MOTYT HCMOJAb30BaTh
Aake HH$OpMaL U0 O TOM, KaK Tbl H TBOH pOAUTENU NJAAHUPYeTe NMPOBeCTH KaHUKYBI;

3. 3auuiaii cBo0 penyTalMIo - ep>KU ee B YUCTOTe U 3ajaBaii cebe BONpoc: xoTesl 6bl ThI,
YTOoOBI ApyrUe MOAb30BATEAU BUACAH, YTO Thl 3arpysKaewb? [loayMaii, npexae 4eM 4TO-TO
ony0AUKOBATh, HAMUCATL U 3arpy3UTh;

4. Ecny ThI TOBOPULLD C JII0BMH, KOTOPBIX He 3Haelllb, He HCI0/b3YyH CBOe pealibHOe UMS U
APYTYI0 AHYHYI0 HHGOPMAaUHH: UMA, MeCTO JKUTebCTBA, MECTO Y4eOhl U poYee;

5. H3Geraii pasmewienus ¢potorpadpuii B UHTepHeTE, rae Thl H300paXkeH Ha MECTHOCTH, N0
KOTOpPOI MOXHO ONpe/ie/INTh TBOE MeCTONONOKeHHE;

6. [lpu perucrpanuu B colMajJbHON CeTH HeOOXOAUMO UCTOJAb30BATh CAOKHbBIE NIAPOJIH,
COCTOsALLHE U3 BYKB U UHP U € KOJHYeCTBOM 3HAKOB He MeHee 8;

7. Jlis couuaabHONH CeTH, MOYThl U APYTUX CaliTOB He0BXOJHMMO HCNO/b30BaTb pa3Hblie
napoau. Torga ecau Te6s1 B3AOMAaKT, TO 3JOYMBILUIEHHUKH NOAYYaT AOCTYI TOJABKO K
OJHOMY MecCTY, a He BO BCe cpasy.

JNEeKTpOHHbIE AeHbI'U

JNeKTpOHHbIE JleHbTH - 3TO OYeHb YAO0GHBIH CHOCOD MiaTexel, OJHAKO CyleCTBYIOT
MOLUEHHUKH, KOTOPBIe XOTAT MOJAYYHUTDb 3TH AeHbIU.

JNEeKTpOHHbIEe JeHbIHW MOABHAHUCH COBCeM HeJaBHO MU UMEHHO H3-3a 3TOr0 BO MHOTHX
rocyJapcTBax [0 CUX [IOpP He NPOMNUCaHO NMPO HUX B 3aKOHAX.

B Poccud ske OHHM pYHKLUOHHMPYIOT K O HUX YKe MPONMUCaHO B 3aKOHe, IAe UX pa3fefsdroT Ha
HeCKOJAbKO BUAOB - AHOHUMHEI€ M He aHOHHMHEBIe. PasHuLa B TOM, YTO aHOHUMHEI€ - 3TO Te,
B KOTOPBIX pa3pelllaeTcsl NPOBOAUTD ofepanuu 6e3 ugeHTUGUKaIUU N0/b30BaTe s, a B
HeaHOHHMHBIX UeHTUQUKALM S 10/Ib30BaTe s sIBASIeTCs1 0653aTeAbHOMN.

Takke chneayeT pas/iH4yaTb 2JeKTpoHHble ¢UATHBIe AeHBIH (paBHBI MOCYyAapCTBEHHBIM
BaJIl0TaM) U 3/IeKTPOHHbIe HedpHaTHbIE IeHbI'M (He paBHbI FOCY/JapCTBEHHBIM Ba/JlOTaM).
OcHOBHBIe COBeTEI 10 6e30nacHoil paboTe ¢ 3/IeKTPOHHBIMH JeHbI'aMH:



1. TIpUBAKU K CYeTY MOOUJABHEIK TesedoH. ITO caMblii YAOGHEIA H GBICTPBIH cnocob
BOCCTAHOBUTE JOCTYI K cyeTy. [IpuBsizaHHbIN TesedOH MOMOXKET, eC/H 3abyjelllb CBOA
NAaTeXHBIN Mapo/b WK 3aiigellb Ha CAlT ¢ He3HAKOMOr 0 YCTPOICTRa;

2. Ucnonb3yit ogHopa3oBbie napoau. [locie nepexosia Ha yCHAEHHYO aBTOpU3alHI0 Tebe
yKe He ByJleT yrpoXaTb ONIAaCHOCTh KpaxH HJIU NepexBaTa [J1aTeXXHOr 0 apos;

3. BeiGepu caokHEIM Mapoab. [IpecTynHUkaM 6yAeT He MPOCTO YrajaTh CAOKHBIH Mapob.
HapexxHble apoJyik - 3TO MapojiH, KOTOpbie CoflepaT He MeHee 8 3HaKOB U BKJIOYAKOT B
ceBs1 CTPOYHBbIE U NMPONUCHBIe 6YKBBI, UUPPBI H HECKOJAbKO CUMBOJIOB, TAKHE KaK 3HaK
aoanapa, byHTa, BOCKJAHLATeAbHBIH 3HaK U T.1. HanpuMep, $tROng!;;

4. He BBOJH CBOU INYHbBIE [JaHHbIe Ha calTax, KOTOPbIM He loBepsielllb.

JAeKTpOHHas moyTa

JAeKTPOHHAA MoYTa - 3TO TEeXHOJAOTUA U NMpefocTaBadeMble el YCAYTH Mo Nepechljike U
NOJYYEHUIO 3AeKTPOHHBIX COOOLLEHHH, KOTOpBIE pacnpelesAoTcsa B KOMIBIOTEPHOH ceTH.
O6BIMHO  3JEeKTPOHHBIA  MOYTOBBIA  SILUUMK  BBITJASAUT  cAeJylOUUM  o6pa3oM:
UMA_MOoJb30BaTeNA@UMA_LoMeHa. Takke KpoMe Mepedadyd MPOCTOro TeKCTa, UMeeTCHA
BO3MOXKHOCTB MepegaBaTb $aiiml.

OcHOBHBIEe COBETHI 10 He3onacHoi paboTe ¢ 3/IeKTPOHHOHN MOYTOH:

1. Hago BHIGpaTE NpaBUABHBIH NOYTOBEIH cepBUC, B HHTepHeTe eCTb OFPOMHBIH BHIGOPR
fecnaaTHBIX MOYTOBBIX CEPBUCOB, OJHAKQ Jy4lle AOBEpATb TeM, KOro 3Haellb H KTO
NepBbIA B pEATHHIE;

2. He ykasbiBaii B JHYHOH mo4Te AUYHYK HHpopManuio. Hanpumep, Aydiie BbIGpaTh
"My3BIKa/bHEIH_paHaT@" uaH "pok2013” BMecTO "TeMal3”;

3. Hcnosib3y#l ABYX3TaNHY0 aBTOpU3al[ydi0. 3TO KOrja MOMHMO NMapoJisi HY>KHO BBOJHUTb
KO/, Npucbl1aeMbli 1o SMS;

4, BreiGepH caAOHBIH naposab. AAd kakKaoro mo4YTOBOTO AlUHKA J0MKeH OBITH CBOHM
HaAeKHBIH, YCTOHYUBEIH K B3/1IOMY Mapoib;

5. Eciu ecTh BO3MOXHOCTb HamnvcaTbhb CaMOMY CBOH JMYHBIH BONPOC, UCHOJAbL3YHA 3Ty
BO3MOXHOCTB;

6. Hcnoabsyid HeCKOABKQ MOYTOBHIX AWMKOB., [lepBHIii AaA YacTHOH MepemucKH C
ajjpecaTaMH, KOTOPBIM Thl JOBepsielllb. ITO 3/IeKTPOHHBIN ajpec He HaAO0 UCH0/Ab30BaTh
MpHU perucTpaluuu Ha ¢opymax U cantax;

7. He oTkpreIiBall ¢alisibl U gpyrHe BAMKEHHUA B TUCbMAaX, AaXKe €C/H OHH MPHLLJAH OT TBOHUX
JApy3eit. /lydiie yTOUHH Y HHX, OTIIPaBJSIIH JIU OHH TeGe 3TH dpaiiibl;

8. [locsie okoH4YaHUs paBoOTHI Ha IOUTOBOM CepBUCE Nepe], 3aKpbITHEM BKAAJKHU € CaliTOM
He 3a6yAb HaXKaTb Ha "BeIATH",

KubepOy/nuHT UK BUPTYaJbHOE H3/leBaTelbCTBO

Kubep6yanuHr - npeciefioBaHHe COODIEHUSAMHY, CO/lepKallliMU OCKOpBJIeHHs], arpeccHlo,
3aMyruBaHue; XyJAUTaHCTBO; coUHaAbHOe OGOHKOTHpOBaHHE ¢ MOMOLWIbK Pa3JUYHBIX
UHTepPHEeT-CepPBUCOB.

OCHOBHbIEe COBETHI 10 Bopbhe ¢ KUBepHYANUHTOM:

1. He Opocaiica B 6oii. JlydlwHil cnoco6: NocoBeTOBATHCA KaK ce0d BeCTH U, €C/IH HeT TOTO, K
KOMY MOMKHO OOpaTHTbCA, TO BHayade YCMNOKOUTbCA. EcAu T HayHellb OTBeYaTb
OoCKOpBAEeHHSIMU Ha OCKOp6.eHUS, TO TOJNBKO ellje 60Jbllie pa3odcKelllb KOHPIHKT;

2. YripapAsi ceoel KubeppenyTaLHei;

3. AHOHMMHOCTB B CeTH MHHUMAaA. CYLUeCTBYIOT CMOCOGBI BBIACHHTb, KTO CTOHMT 3a
AHOHWMHbLIM aKKayHTOM;

4. He cTOUAT BecTH Xy/AHraHCKUH o6pa3 BUPTyaJAbHOH W3HU. UHTepHeT QpUKCHpyeT Bce
TBOU AeUCTBUA H COXpaHAET UX. Y JaJIUTb UX Oy deT KpaliHe 3aTPYAHUTENbHO;

5. Cobarofali CBOIO BUPTYAAbHYI0 YeCTh CMOJIOAY;

6. UIrHopupyi eAMHUYHBIA HeraTHB. OHOpa30Bble OCKOPBHUTE/IbHbIE COODIEHHS JAyyllle
UrHOpUPOBaTh. OOBLIYHO arpeccus NpeKpallaeTcsa Ha HadYalbHOH cTaguu;



7. baH arpeccopa. B nporpamMmMax o6MéeHa MIHOBEHHBIMH COOOLEHUAMH, B COLHANBHBIX
CeTSIX eCTb BO3MOKHOCTE BJIOKMPOBKH OTIPaBKH co0GLIeHUI € onpe/ie/ieHHbIX a/|peCoB;

8. Eciu TH cBHAeTesb KHOepOyaauHra., TBoM AelCTBHUA: BEICTYINHUTbL [POTHER
npeciaeoBaTeis], MOKa3aTb €My, UTO ero e HCTBHS OlleHHBaKTCS HeraTUBHO, MO/ /lePKaTh
MEPTBY, KOTOpPOH HY)HaA [MCHXOJOTu4eckasi MOMOllb, COOOWUTE B3pociAbiM o dakTe
arpeccMBHOTo MOBeAEHHA B CETH.

Mo6uabHbIH TenedpoH

CoBpeMeHHble cMapT¢OHBI U MIAaHWIETHI COAepHkaT B cefe BIOJAHE B3pOCAbI A GYHKIUOHA,
U Temepb OHU MOTYT KOHKYPHUPOBaTb €O CTaLHOHApHBIMH KoMMbloTepaMu. OfHako,
CPeACTB 3allUThl AJ51 NOA0BHBIX YCTPOUCTB NMOKa 04eHb Majo. TecTHpoBaHHe U MOUCK
YyS3BUMOCTeH B HUX IPOUCXOUT He TaK UHTEHCHBHO, KaK A4 [1K, To e camoe kacaeTcsi M
MOGUABHEIX MPUJIOXKEeHHUH,

CoBpeMeHHbIe MOOUABHEIe Opay3ephl yKe MPaKTUYeCKU JOTHAMAU HAcTOJbHEIE aHAMOTH,
OJlHAaKO pacuiMpeHue QyHKIMOHa/ka BjaedeT 3a cO0O0H GOAbIIYI0 CA0KHOCTb U MEHbIUYIO
3aLUUILEHHOCTD.

Janeko He BCe MPOU3BOAUTENH BHIMYCKAKT OGHOBJEHUs, 3aKphIBaWlUHe KPpUTHYECKUE
YS3BUMOCTH Jij1sl CBOUX YCTPOMNCTB.

OcHOBHBIe COBETH A/ §e30NMacHOCTH MOOUABHOT 0 TeAedoHa:

Hu4vero He ABAAETCA MO-HACToAWEMy GecnAaTHBIM. byab oCTopokeH, BeAb Korja Tede
npejJaratoT GecniaTHbIil KOHTEHT, B HeM MOTYT ObITh CKPbITHI KaKHe-TO MAaTHbie YCAYTH;
Aymaii, npexe 4eM oTnpaBuTh SMS, $oTo uau Bueo. Tbl TOUHO 3Haellb, [Ae OHU 6YAYT B
KOHEYHOM uTore?

Heo6xoanMo 06HOBAATE OllepallHOHHYI0 CUCTeMY TBOero cMapTdoHa;

HUcnonb3yl aHTHBUPYCHbBIE IPOrPaMMBbl A1 MOGHAbLHBIX TeAedOHOB;

He sarpyail mpuioKeHUA OT HEU3BECTHOrO HMCTOYHHKA, BeJb OHH MOTYT COAepkKaTb
BpeAOHQOCHOE MpOorpaMMHoe ofecnedyeHHe;

[locne Toro kak Thl BhIHfAellb ¢ caliTa, Tje BBOJUJ JIHYHYI HHOpManuw, 3aiau B
HacTpoikH Opaysepa U yganu cookies;

[lepuoanYecku npoBepAl, Kakue MAaTHBIE YCAYTH aKTHBHPOBAaHBI HA TBOEM HOMepe;
JlaBali cBOi HOMep Mo6UZIBHOTrO TeAedoHa TONBKO JJSIM, KOTOPLIX Thl 3Haelllb H KOMY
JoBepsellb;

Bluetooth goakeH OHITE BHIKAIOYEH, KOTAA Thl KM He MoJb3yellbcs. He 3adviBali HHoT4a
pPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHble OHJAWH-UTPBI - 3TO Kpaco4yHble, 3axXBaThIBallUHWe pa3B/AeYeHHA,
06 beJUHSOLINE COTHH ThICSY YeJOBeK M0 BceMy MUpY. UTpoKH UccaeAyloT AaHHbIA UM
MHp, OBW@WTCA APYr C APYroM, BBINOJIHSAKOT 3afaHHsl, CPaXkaloTcsl C MOHCTPaMU H
NOJYYaKT OMNBIT. 3a Y40BOAbCTBHE OHH MAATAT: MOKYNAawT AUCK, ONIa4YUBAKT AaOOHEMEHT
WU MPUOBPETANT KaKHe-TO OMLHH.

Bce 3TH cpeficTBa HAYT Ha MO epXaHue H pa3BUTHE UTPHI, a TaKXKe Ha caMy He30MacHOCTh:
COBEPLUEHCTBYKOTCA CUCTEMBI ABTOPH3allMU, BHIMYCKAKTCA HOBble MaT4v (UUdpoBLIe
3aMAaTKU A/ POrpaMM), 3aKpeIBalOTCA YA3BHMOCTH CEpPBEpOB.

B nogoBHBLIX HMrpax CTOMT OMacaTbCs He CTO/AbKO CBOMX CONEPHHKOB, CKOJbKO KpaXu
TBOEro napofs, Ha KOTOPOM QCHOBaHa CUCTeMa aBTOpHU3aLHH OOAbIUHHCTBA UTP.
OcHOBHBIe COBETHI MO 6e30MacHOCTH TBOEr0 HIPOBOro aKKayHTa:

1. Eciu apyroi urpok BefieT ceOd MJA0X0 WK CO3/aeT Tebe HENIPUATHOCTH, 3a8J0KUPYH ero
B CIIHCKe HTPOKOB;

2. MMoxkany¥ca agMUHUCTpATOpaM UTPBI Ha M/10X0€e NOBeAeHUe 3TOTO UTPOKA, sKeJaTeAbHO
NPUAOKHTH KakHe-TO JJ0Ka3aTeJbCTBa B BU/le CKPUHOB;

3. He yxasbiBali AM4Hy10 HH$OpMaLHio B npodaiise Urpel;

4, Ypakail Apyrux y4aCTHHKOB M0 HTpe;



5. He ycTaHaBp/aHBak HeodHLUHaAAbHEBIE MATYH U MOAEL;

6. Ucnionib3y il cA10KHBIE U pa3Hble Napoay;

7. Jaxke BO BpeMsA Urpbl He CTOUT OTKAKYATb aHTUBHMpYC. [loka TBI Urpaelus, TBOM
KOMNBIOTEP MOTYT 3apa3UTh.

@DUUMHT WK Kpaka THYHBIX JaHHBIX

O6bIYHOMN Kpaxkel AeHer U JOKYMEHTOB CeroHsA yKe HUKOr o He YAUBULUB, HO C pa3sBUTHEM
UHTEPHET-TEXHOJOTUH 3/I0YMbIIIJIEHHHKH MepeMeCTUAUCh B UHTEePHEeT, U NPOJo/KalT
3aHUMaTbCA "JAHOUMBIM" Ae/0M.

Tak nosABWJach HOBad yrposa: HHTepPHET-MOLLeHHUYeCTBa UM GUILKMHT, r1aBHasA Lesb
KOTOPOTO COCTOUT B NOJAYYeHHH KOHPUAEHIIHANbHBIX JJAHHbBIX NI0/Ib30BaTeNe - IOTHHOB H
naposieii. Ha anrauiickom aspike phishing uutaerca kak ¢uwuHr (ot fishing - poi6Has
JAoBAd, password - naposb).

OcHoBHBIe COBETHI M0 Gopbhie ¢ QULWHHIOM:

1. Creau 3a cBOMM akkayHTOM. Ec/IU ThI Iof03peBaelllb, YTO TBOS aHKeTa Obljla B3/1I0MaHa,
TO Heo0X0AUMO 3a6JOKUPOBATh ee U COOOWHTb AAMUHUCTpATOpaM pecypca o8 3TOM Kak
MOKHO CKopee;

2. Ucnonb3yi 6e3onacHble BeB-caliThl, B TOM YHCJe, HHTEPHET-Mara3uHoB U MOUCKOBBIX
CUCTEM;

3. HcnoAab3yil cAomkHBIe W pasHBle naposd. TakUM oOpa3oM, eC/H Tebsd B3J0OMAIT, TO
3/I0YMbIlIJIEHHUKH MOJAyYaT JOCTYH TOJAbKO K OJiHOMY TBOeMYy Npodu/o B CeTH, a He KO
BCEM;

4. Ecnv Te0A B3jsioMadad, TO He00X0AUMO MpeAylpeUTh BCeX CBOMX 3HAKOMBIX, KOTOpLIe
JAobaBiaeHbl y Tebs B py3bsiX, 0 TOM, YTO Tebs B3JOMalld H, BO3MOXHO, OT TBOero UMeHUu
ByAeT pacchlaThCS ClIaM H CChIJIKU Ha pUIIMHTOBbIe CAliThI;

5. ¥cTaHoBH HagexkHbl i napoas (PIN) Ha MOOUABHEIH TesedoH;

6. OTK/I0YH cCOXpaHeHH e Napoas B Gpaysepe;

7. He oTkpbiBaii ¢paiinel U Apyrue BA0KeHUS B IHCbMaX, Aaxe eC/H OHH IPULLLAA OT TBOUX
Apyaeil. /lyduie yTOYHH ¥ HUX, OTNIPABAAAN AU OHU Tede 3TH $ailabl.

LUu¢porada penyTranus

LHudpoBasa penyrayusi - 3T0 HeraTHBHasi WJAMA NMO3UTHBHAas MHGOpMaLHs B ceTH O Tebe.
KoMmnpoMeTupymwollad HHPopMaLUd, pasMelleHHasd B HHTepHeTe, MOXKeT Cepbe3HBIM
06pa3oM OTpPasUTLCA Ha TBoel peadbHOM KU3HU., "Uudpopas penyrtauua” - 3To TBOH
UMUK, KOTOPbI GpopMupyeTcs u3 uHPopMaluu o TeGe B UHTEPHETE.

TBOe MeCTO }KHTe/IbCTBa, y4eObl, TBOe pUHAHCOBOE O/N0KEeHHUE, 0COBEeHHOCTH XapaKTepa H
paccKashl 0 6AM3KHUX - BCe 3TO HaKalJIMBaeTCA B CeTH.

MHorne NojipOCTKH JIETKOMBICAIEHHO OTHOCATCS K NMy6JAMKaliid JUYHOH HHpOpMaluHl B
HHTepHeTe, He NOHMMAasi BO3MOMKHBIX NOCAeACTBUH. Thl faxe He CMOXellb AOTaAaTbhCs O
TOM, 4TO $poTOorpadus, pasMelleHHasd 5 JeT Has3aj, cTaja MPUYMHOH OTKa3a MPHHATE TeOs
Ha padoTy.

KoMMeHTapuu, pasMellleHue TBoux poTorpaduii u gpyrue JecTBUS MOTYT He HCYE3HYTh
Jaxe MocAe TOro, Kak Thl UX YAaAULUb. T He 3Haellb, KTQ COXpaHUI 3Ty HH$opMalHIo,
fonaJa Jd OHa B MOUCKOBEIe CUCTEMBbl U COXPAHUIACh AU 0HA, a [JIaBHOE: YTO MOAYMAINT O
Tebe oKpyKarollye J0AU, KOTOpble HAaHAYT U YBUAAT 3T0. HaliTh nHpopManuio MHOTO J1eT
COYCTA CMOXKeT Aol - Kak U3 JoOpLIX MoOYKAeHHUH, TaK U ¢ HaMepeHUeM NMPHUYHHHUTD
Bped. ITO MO3KeT OBITb KTO YT OAHO,

OcHOBHbIe COBETHI 10 3aluTe 11U poBoi penyTalum:

1. Mogymail, npexae 4eM 4TO-TO Ny6GJUKOBATb U lNepeAaBaTb y cebd B 6/40re WIH B
COUHAJIbHOMH CeTH;

2. B HacTpolikax npoduas ycTaHOBU OrpaHUYeHHs Ha MPOCMOTP TBOero npodpuisa u ero

L4 L

COAEPXKUMOTO, cAeAal ero TOAbKO "A7s Apy3eh”;



3. He pa3Mellaii M He yka3biBail HHGOpMaLHIO, KOTOpAasA MOXKeT KOro-1H60 OCKOpOAATE HAH
o0HKaTD.

ABTOpPCKO€ Npapo

CoBpeMeHHbIe IIKOJALHHUKH - aKTHBHbI € M10JIb30BaTeNHd IIUPPOBOro npocTpaHcTBa. OHaKO
Jlajleko He BCe 3HAKOT, YTO MO/Jb30BaHUE MHOIHMHU BO3MOKHOCTSIMU LH(POBOTO MUpa
TpebyeT cOONLeHHUA NMpak Ha MHTEMANEKTYAABHYO COBCTBEHHOCTD.

TepMuH "HHTeANeKTyajbHasi COOCTBEHHOCTb' OTHOCHTCSA K Pas/JWYHbIM TBOPEeHHSIM
4yeJ0BEeYECKOro YMa, HaydhHasi ¢ HOBBIX H300peTeHHIl M 3HAKOB, 0603HayaloLUX
COOCTBEHHOCTb Ha TMNPOAYKTHL U YCAYTCH, UM 3aKaHYMBas KHHUramu, d¢otorpadusamu,
KHUHOPUIBMaMU U MY3blKaJdbHBIMH MTPOH3BeAeHHSIMH.

ABTOpCKHe TpaBa - 3TO NpaBa Ha HHTe/JJIeKTyaJbHYI0 COBCTBEHHOCTb Ha MPOH3Be/eHHS
HaYKH, JUTePaTYPbl H HCKYCCTBA. ABTOPCKHE Mpaka BLICTYNAKT B Ka4eCTBe rapaHTHH TOTO,
YTO HUHTEAJNEeKTYaJAbHbIH/TBOPYECKHH TpyA4 aBTOpa He OyAeT HamMpacHbBIM, JAacT eMy
CrnpaBeA/IMBble BO3MOXHOCTU 3apaboTaTb Ha pe3yJabTaTax CBOero TPyAa, MOJAYYUTH
HU3BeCTHOCTE M MpH3HaHHUe, HUKTO §e3 paspelleHHsA aBTOPa He MOXKeT BOCIPOU3BOAUTE eT0
NpoHU3BefeHHUe, pPacnpoCTpaHATh, nySJAHYHO JAeMOHCTPHUPOBATh, npoAaBarTh,
HMIIOPTUPOBATb, NYCKaTh B MPOKaT, NyGJMYHO HCHOAHSITH, NMOKa3blBaTb/UCNOJHATL B
adHpe UAH pasMelllaTb B UHTepHeTe.

HcnoabsopaHHe "MHpATCKOro” MporpaMMHoOroe ofecrne4yeHUss MOXKeT MPHUBECTH K MHOTHM
pPHCKaM: OT MOTepH JaHHbIX K TBOUM aKKayHTaM 0 6JIOKHPOBKH TBOEro yCTpPOICTBa, rje
yCTaHOBJEHA HeJleradbHas nmporpaMMa. He cToUT Takxke 3abbiBaTbh, YTO CYLIECTBYIOT
JlerajJbHble H OecrnaTHEIE TPOrPaMME], KOTOPEIe MOKHO HAlTH B CeTH.

O nopTrane

CeTeBHYOK.p¢ - TBOH I71aBHBIHI COBETUUK B CETU. 3A4eCh Thl MOXelIb Y3HaTh 0 6e30MaCHOCTH
B CETH MOHATHBIM U AOCTYIMHBIM A3BIKOM, a MPU BO3SHUKHOBEHUH KPUTHYECKOH CHUTYaLUH
00paTHTBCA 3a COBETOM, A TaK)Ke MPUHATE Y4aCcTHE B KOHKYpCaxX M CTaTb CaMEIM UHGPOBEIM
rpaxjaHuHoM!



